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Abstract
An estimated 5.3 billion mobile phones became electronic waste
in 2022. Many of these devices can be repurposed and used in dif-
ferent contexts to extend their lifetime and to reduce ecological
impacts. An often overlooked aspect of smartphone reuse is cyberse-
curity: these devices embed hardware-backed security mechanisms
that rely on vendor-controlled provisioning and are designed for a
fixed device lifecycle. In this paper, we investigate whether secu-
rity mechanisms and guarantees remain effective when devices are
repurposed outside their original ecosystem. We explore security
features in a PinePhone, an open-hardware smartphone, and focus
on three core security aspects: boot chain integrity, isolation pro-
vided by the Trusted Execution Environment, and the protection of
hardware-bound secrets. Our experiments simulate realistic repur-
posing scenarios and highlight the complexity of reconstructing
trust anchors. We generalize our observations to infer requirements
for secure repurposing and illustrate how vendor-locked mecha-
nisms hinder the repurposing of a majority of discarded devices.
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1 Introduction
The rapid turnover of smartphones contributes significantly to the
growing volume of electronic waste. Estimates by the WEEE Forum
indicate that 5.3 billion mobile phones became waste in 2022 [17].
While recycling of electronic waste focuses on extracting raw mate-
rials, many discarded devices actually remain functional, either at
the level of individual components such as processors or cameras,
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or as a whole. Extending the lifetime of these devices through repur-
posing has therefore emerged as a promising approach to reduce
environmental impact and improve resource efficiency.

Beyond their original use, smartphones are increasingly reused
for a variety of applications, ranging from low-cost computing
nodes and sensing platforms to communication gateways or dis-
play units. Their high level of integration, combining powerful
processors, wireless connectivity, and diverse sensors, makes them
attractive for repurposing, particularly in embedded and Internet-
of-Things (IoT) contexts. The “Computing within Limits” commu-
nity has engaged with repurposing and upcycling electronics in its
own creative ways. More recently, Lafréchoux discusses pathways
towards retrofitting devices and explores the resulting hybrid inter-
action patterns, such as monotasking on dedicated hardware with
intermittent connectivity [29]. Rigaud explores the possibilities of
reusing obsolete smartphones and tablets to build interactive musi-
cal instruments and discusses opportunities towards developing an
open-source toolkit that would enable anyone to build new interac-
tive systems from old devices [42]. Furthermore, Stojanov et al. [47]
and Snodgrass et al. [45] engage with requirements and design prac-
tices for off-grid computing from a permacomputing perspective,
based on local energy generation, the use of lightweight control
elements, and Raspberry-Pi-like equipment for servers, with an
emphasis on reused electronics. Repurposing smartphones fits well
within this context, as modern mobile devices are designed for low
power consumption and typically provide computing resources
beyond those of a Raspberry Pi. They can thus be used to monitor
and control energy generation and battery charging, or to host
reasonably lightweight compute and internet services.

Outside of the LIMITS community, the reuse potential of smart-
phones is also well recognized: Switzer et al. [49] introduce the
term “junkyard computing” and conclude that for “specific work-
loads, clusters of repurposed phones are cheaper and more carbon
efficient than traditional servers.” Research also shows that repair,
refurbishing, and reuse of smartphones shows the highest potential
for impact reduction across several categories [7, 34]. This poten-
tial may be limited by reliability and cost-effective repairability
options for older devices, and manufacturers should implement
design choices that foster longevity of devices [13]. Overall, we
see a range of initiatives across different communities that aim to
develop low-impact computing facilities, “elevating sustainability
to a first-class consideration for computing and computing facility
design and implementation decisions” [28].

One important aspect in smartphone reuse remains largely over-
looked in the literature: cybersecurity and the links between cy-
bersecurity and privacy and safety of the reused device in a new
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operational context. Modern smartphones embed hardware-backed
security mechanisms, including secure boot and Trusted Execu-
tion Environments (TEEs), which are designed to enforce system
integrity, isolate sensitive operations, and protect cryptographic
material and user data. These mechanisms are typically deployed
within tightly controlled provisioning models and assume a pre-
dictable device lifecycle and a trusted software ecosystem. Arm
processors are the most widely used CPUs in the mobile and em-
bedded markets, and come with Arm TrustZone TEE support [39].
TrustZone separates the device into two worlds: a non-secure Rich
Execution Environment (REE) where, e.g., the Android operating
system runs; and a secure TEE where a vendor-specific operating
system is executing. Security-critical applications such as the An-
droid Keystore [19] use hardware-backed cryptography through
a Hardware Abstraction Layer (HAL) that is implemented by the
vendor-specific TEE. In many smartphones, using TEE functions
requires permission from the phone vendor, replacing the TEE layer
is close to impossible, and, of course, TEEs can have vulnerabilities
or be compromised, and updates and fixes also depend on the phone
vendor [39, 44].

However, repurposing a device often requires replacing core soft-
ware components, such as the operating system or the bootloader,
to increase flexibility and control. Inevitably, such actions disrupt
the original security architecture while, from most vendors’ per-
spective and business model, there is little to no concern or support
to conserve hardware-backed security guarantees when a device is
removed from its initial ecosystem.

This Paper & Contributions. In this paper, we study hardware-
backed security in repurposed smartphones. We seek to understand
how security features can be turned into an asset the enables trust
in critical reuse cases, or if they pose a liability because they remain
vendor-locked, cannot be used, or enable third parties to inter-
fere with repurposing. Since security features are implemented
differently across devices, we focus on the Pine64 PinePhone, an
open-hardware platform based on an Arm Cortex-A7 processor
with TrustZone support, integrated in a common System-on-Chip
(SoC). We develop a case study that explores the limits of secure
repurposing under favorable conditions, from which we generalize
to more vendor-controlled scenarios.

To guide our investigation, we define four core research objec-
tives: (i) evaluating the integrity of the boot chain, (ii) assessing
the isolation guarantees of the Trusted Execution Environment
(TEE), (iii) examining the protection of hardware-bound secrets,
and (iv) understanding the applicability of repurposed smartphones
in security-critical scenarios. Through controlled experiments, we
simulate realistic repurposing conditions and analyze to what ex-
tent these properties can be preserved, degraded, or reconstructed.

Our results show that achieving meaningful hardware-backed
security in repurposed devices requires reconstructing trust an-
chors at a low level. Even on an open platform, this process is
complex and error-prone, highlighting structural challenges for
secure smartphone reuse. These findings expose a fundamental gap
between hardware capabilities and enforceable security guaran-
tees in repurposed devices, suggesting that secure reuse cannot
rely solely on existing platform mechanisms but requires explicit
re-establishment of trust anchors. Our main conclusion is that, to
meaningfully engage with ideas for repurposing the vast quantity

of discarded mobile phones, active support by device vendors is
required to turn hardware-backed security into an asset that can
support diverse reuse scenarios. This likely requires stricter and
more comprehensive regulations, e.g., in the context of an extended
Right to Repair, to be put in place.

Organization. The remainder of this paper is organized as fol-
lows: Section 2 presents background and motivation. Section 3
details our case study based on a PinePhone, while Section 4 details
our experiments and findings, followed by a discussion in Section 5.
We summarize our work and draw final conclusions in Section 6.
Supplementary materials, including source code is made available
as an accompanying artifact to this paper.

2 Background and Motivation
2.1 The Environmental Case for Full Device

Reuse
Each year, an estimated five billion smartphones are discarded
worldwide [6, 17], despite many remaining fully functional [14, 31].
The average lifetime of a smartphone is around three years [10],
after which devices are often replaced even when their hardware ca-
pabilities remain sufficient. Consumer behavior studies report that a
significant fraction of these devices is not immediately recycled, but
instead stored unused in households or informal environments [31].

Among the devices that do enter formal recycling processes [5,
16], material recovery provides only partial mitigation of environ-
mental impact. Although recycling technologies continue to im-
prove, material recovery alone does not compensate for the environ-
mental cost of manufacturing complex electronic devices [11]: the
recovery of high-quality materials remains limited [23, 53], while
requiring substantial energy and industrial processing [24, 25].

In contrast, circular economy strategies such as repair, refur-
bishment, and remanufacturing aim to extend device lifetimes and
preserve functional components [8]. Life-cycle assessment studies
indicate that maintaining devices in operational use phases signifi-
cantly reduces their overall environmental footprint compared to
immediate recycling or disposal [34]. This suggests that full-device
reuse, rather than dismantling, offers a more effective approach to
reducing environmental impact. However, the implications of such
extended lifetimes for hardware-backed security remain largely
under-explored, particularly when devices are repurposed outside
their original ecosystem. In particular, little attention has been paid
towhether the hardware-backed security properties of smartphones
can be preserved in such repurposing scenarios.

2.2 Smartphones as High-Capability Embedded
Platforms

Modern smartphones integrate highly capable system-on-chips
(SoCs), typically featuring multi-core processors clocked in the
GHz range, several gigabytes of RAM, and high-throughput stor-
age interfaces. Recent work on “junkyard computing” explicitly
highlights the untapped potential of discarded smartphones as a
large-scale computational resource, demonstrating that even older
devices can support modern workloads [49]. They also embed mul-
tiple wireless communication interfaces, including cellular, Wi-Fi,
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and Bluetooth, as well as a wide range of sensors and dedicated
hardware cryptographic accelerators.

This level of integration and performance places smartphones
on par with, or even above, many embedded and IoT platforms,
motivating interest in reusing or upcycling discarded devices [27,
41, 55].

Beyond general-purpose computation, commodity smartphones
incorporate hardware-backed security mechanisms such as secure
boot and Trusted Execution Environments (TEEs) [43], specifically
the TrustZone [39] and CCA [2, 26] features of Arm processors,
which are commonly used in mobile devices. These TEE mecha-
nisms are designed to enforce system integrity, isolate sensitive op-
erations, and protect cryptographic key material. Hardware-backed
TEEs follow common architectural principles to enable verifiable
launch, run-time isolation, and secure storage [39, 43]. Research
has shown that TrustZone-based systems can provide real-time and
availability guarantees [54] and can be used to balance the control
different stakeholders exert over devices, e.g., enabling notions of
sovereignty [20] in mobile phones, and further demonstrate how
hardware-enforced isolation primitives can support secure system
design.

While these works do not specifically target smartphone repur-
posing, they highlight that commodity processors—often architec-
turally similar to those used in mobile platforms—are capable of sup-
porting strong hardware-enforced security guarantees [20, 43, 54].
This suggests that, in principle, repurposed smartphones could
serve as secure embedded platforms, provided that their hardware
security features remain accessible and correctly configured after
system modification.

2.3 Hardware-Backed Security and Platform
Control

In mainstream smartphone deployments, hardware-backed secu-
rity mechanisms are tightly coupled with vendor-controlled pro-
visioning models. Secure boot chains are typically anchored in
immutable hardware roots of trust, such as on-chip ROM code
and fused cryptographic keys, provisioned during manufacturing.
These mechanisms enforce a verified boot sequence from early
firmware stages to the operating system, preventing the execution
of unauthorized code. In practice, a large majority of commercial
smartphones implement some form of verified boot and secure key
storage.

TEEs, commonly implemented using ARM TrustZone technol-
ogy, provide isolated execution contexts for sensitive services such
as authentication, key management, and attestation [43]. These en-
vironments rely on hardware-enforced separation between secure
and non-secure worlds, and are typically integrated with vendor-
specific software stacks and provisioning infrastructure.

However, authority over these security anchors remains largely
under the control of device manufacturers and operating system
vendors. Cryptographic keys, boot policies, and TEE configurations
are usually provisioned at production time and cannot be modified
without breaking the original trust model. Proposals advocating
for “sovereign” smartphone architectures highlight this structural
asymmetry, arguing that users lack meaningful control over the
hardware root of trust and associated provisioningmechanisms [21].

Even when bootloader unlocking is supported, it often disables
or bypasses critical security features such as verified boot or key
attestation.

This creates a fundamental tension for repurposing: extending
the lifetime of a device typically requires modifying or replacing
system software components. Yet, hardware-backed security mech-
anisms are explicitly designed to prevent such modifications unless
they are authorized within the original provisioning model. As a
result, increasing software freedom often comes at the cost of weak-
ened or entirely disabled hardware-enforced security guarantees.

2.4 Research Gap
Existing literature extensively addresses circular economy strate-
gies for smartphones [34] and the architectural design of hardware-
supported TEEs [20, 43].

Prior work on smartphone durability highlights that limited
software support and update lifecycles provided by manufacturers
are a key factor limiting device reuse, as devices rapidly become
outdated or insecure once official support ends [13]. This has mo-
tivated both regulatory discussions and industry efforts toward
extending software maintenance periods, with some manufacturers
now providing longer update guarantees for selected device lines.

Beyond industrial approaches, a broader ecosystem of right-to-
repair initiatives and open-source mobile platforms has emerged to
address smartphone obsolescence from a different angle. Projects
such as community-driven operating systems (Ubuntu Touch [50],
Mobian [32], postmarketOS [40],...) and advocacy groups such as
the Software Freedom Conservancy [12] promote user autonomy,
repairability, and long-term software support for consumer devices.
Similarly, emerging initiatives in the open hardware and mobile
sovereignty space like LibrePhone [30] aim to reduce dependence
on vendor-controlled software lifecycles by enabling alternative
software stacks and user-controlled deployments. These efforts
demonstrate that practical pathways exist for extending the func-
tional lifetime of smartphones beyond manufacturer-defined end-
of-life, often by prioritizing repair, reuse, and software freedom.

However, these initiatives primarily focus on software longevity,
repairability, and user control over device functionality. They gener-
ally do not address whether hardware-backed security mechanisms
remain usable, trustworthy, or correctly configured once devices
are repurposed outside their original provisioning and certification
ecosystems.

Conceptual proposals further explore how control over smart-
phone security architectures could be re-balanced toward users [21].
These works argue for greater user sovereignty over hardware roots
of trust and provisioning mechanisms, but remain largely at a de-
sign or conceptual level rather than evaluating real-world feasibility
on repurposed devices.

To the best of our knowledge, there is no empirical work evalu-
ating whether hardware-backed security guarantees remain usable
in practice once a commodity smartphone is repurposed outside
its original provisioning and update ecosystem. In particular, prior
work does not systematically assess how secure boot mechanisms
behave after modification, whether TEEs remain operational under
alternative software stacks, or how hardware roots of trust can be
accessed or re-established in such scenarios.
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This gap motivates a structured empirical case study of secure
smartphone repurposing on an open platform, with the objective
of identifying both practical capabilities and structural limitations.

3 Case Study on a Pinephone
In this section, we present our case study on the PinePhone, a
TrustZone-enabled open hardware smartphone. We first provide
an overview of the platform and its security architecture, high-
lighting features relevant to hardware-backed security. We then
describe the repurposing context considered in our experiments,
including threat assumptions and security-relevant characteristics
that influence the enforcement of hardware mechanisms. Finally,
we discuss the limitations of our study, clarifying which findings
can be generalized and which are specific to this platform.

3.1 Platform Overview
The PinePhone is an open hardware smartphone platform based
on the Allwinner A64 system-on-chip (SoC). Unlike mainstream
commercial devices, it emphasizes transparency, modifiability, and
developer accessibility [36, 37]. These characteristics make it a suit-
able platform for controlled security experimentation, while still
representing a realistic Arm-based mobile architecture. In addi-
tion, the Allwinner ecosystem benefits from an active open-source
community, providing documentation and software support [48].

The Allwinner A64 integrates a quad-core Arm Cortex-A53 pro-
cessor implementing the ARMv8-A architecture with TrustZone
extensions. It supports both secure and non-secure execution envi-
ronments, enabling hardware-enforced privilege separation.

The device typically boots either from eMMC or a microSD
card. This flexible boot configuration is particularly relevant in
repurposing scenarios, as system images can be easily modified,
replaced, or redirected to alternative storage media.

3.2 Security Architecture
The boot process of the Allwinner A64 begins in an immutable
BootROM embedded in the SoC. This stage performs minimal hard-
ware initialization and loads a first-stage bootloader program from
a predefined storage medium. This program is usually a derivative
of the open-source project U-Boot Secondary Program Loader (SPL)
[51].

The SPL is responsible for complex hardware initialization (in-
cluding DRAM) and subsequently loads the full U-Boot bootloader
(U-Boot proper), which in turn loads the Linux kernel and associ-
ated device tree from persistent storage. This establishes a classical
multi-stage boot chain from immutable ROM to the operating sys-
tem (see figure 1).

The BootROM does not support cryptographic verification of
the boot chain, but the SPL itself can be configured to check the
following steps of the boot chain. On the PinePhone, a form of
secure boot [1, 15] is not enforced by default, and the integrity of
the boot chain depends on software configuration choices rather
than immutable provisioning.

The A64 also implements Arm TrustZone, which partitions sys-
tem resources into secure and non-secure domains. At the hardware
level, this includes CPU execution modes (EL3), memory isolation

through the TrustZone Address Space Controller (TZASC), and
differentiated peripheral access control [4, 39].

Secure world execution is typically mediated by a SecureMonitor
(SM), which handles transitions between execution domains using
SM Calls [3, 46]. A TEE is deployed on top of this infrastructure to
provide isolated services for sensitive operations.

3.3 Repurposing Context
In our study, the PinePhone is considered in a repurposed scenario
where the original operating system and firmware are replaced,
and the device is reconfigured for a new operational context. This
reflects realistic reuse patterns in open hardware and sustainability-
driven environments, where devices are removed from their original
vendor-controlled ecosystem.

As stated in section 2.3, repurposing typically involves unlocking
the bootloader to allow custom firmware modification, and deploy-
ing a custom software stack. This transition fundamentally alters
the security model: once the bootloader is unlocked, hardware-
backed verification mechanisms are often disabled or bypassed, and
the original chain of trust is no longer enforced. Even though the
PinePhone does not require bootloader unlocking, the replacement
of the stock bootloader is sufficient to disable the original platform
hardware security capacities.

3.3.1 Threat Model. We consider a powerful software adversary
with control over the non-secure operating system environment.
This includes the ability to execute arbitrary code with high privi-
leges and to modify persistent storage.

We do not assume invasive hardware attacks, such as physical
decapsulation or fault injection. Our focus is on evaluating whether
hardware-backed security mechanisms remain enforceable during
a repurposing scenario.

3.3.2 Security-Relevant Characteristics. Repurposing introduces
specific conditions that directly impact the enforcement of hardware-
backed security guarantees.

Loss of enforced boot integrity. Unlocking the bootloader
typically disables secure boot mechanisms. As a result, the integrity
of the boot chain is no longer checked by default. Unless secure
boot is explicitly configured and private keys are provisioned into
a specific SoC memory area, arbitrary boot components can be
loaded from writable storage.

TrustZone availability without policy binding.While the
hardware continues to support secure and non-secure execution,
the presence and configuration of a Trusted Execution Environ-
ment depend entirely on the deployed software stack. Isolation
guarantees are therefore not inherent to the platform, but must be
explicitly implemented.

These characteristics illustrate a fundamental shift: hardware
security features remain available, but their effective enforcement
becomes contingent on the correctness and completeness of the
repurposed software stack. It is up to the system integrator to
leverage those mechanisms again.



Opportunities and Challenges in Securely Reusing and Repurposing Mobile Devices LIMITS ’26, June 23–25, 20, Online

Firmware Bootloader Secure Monitor

Non-secure OS (Android)

Proprietary TEE

User-space routines

Secure applications

EL3 EL3 & EL1 EL3

EL1

EL1

EL0

EL0
Proprietary Proprietary Proprietary

Open-source

Proprietary

Variable

Proprietary

Figure 1: Typical Smartphone Boot-chain

3.4 Limitations of our study
While the PinePhone provides valuable insight into TrustZone-
capable hardware reuse, it differs from mainstream commercial
smartphones in several ways.

First, the manufacturer keys used during secure boot checks
are not fused in memory during production, allowing the end-user
to replace them with custom ones if needed. Second, it does not
enforce mandatory verified boot with rollback protection in its de-
fault configuration. Third, it easily allows for bootloader unlocking,
which is not a characteristic shared by all mainstream smartphones

In addition, the PinePhone is a comparatively open platform,
with extensive publicly available documentation and active com-
munity support. This significantly lowers the barrier for firmware
modification and system repurposing, in contrast to mainstream
devices where such documentation is often limited or unavailable.

As a result, findings obtained on the PinePhone may not directly
generalize to more tightly controlled, vendor-locked smartphones,
where access to low-level components and security mechanisms is
more restricted.

However, these characteristics enable controlled experimenta-
tion at the boundary between configurable and hardware-enforced
security properties. In particular, they allow us to isolate the role of
software configuration in re-establishing security guarantees after
repurposing.

Overall, the PinePhone represents a TrustZone enabled Arm plat-
form where secure boot and isolation mechanisms are technically
feasible but not rigidly enforced. This makes it a suitable case study
for evaluating which hardware-backed security properties survive
repurposing and which depend critically on original provisioning
assumptions. As a result, this work—while interesting on its own—
can also be portrayed as a stepping stone towards repurposing less
open smartphones.

4 Experiments and Findings
In this section, we present the sequence of experiments conducted
on the PinePhone to evaluate the feasibility of repurposing a device
while preserving hardware-backed security properties. The focus
is on the boot chain, the potential integration of a TEE, and the im-
plications for hardware-bound secrets. Each stage highlights which
endeavors were successfully achieved (and how), encountered chal-
lenges, and the resulting status of the boot chain.

4.1 Target Software Stack
As stated in section 3.2, the PinePhone does not implement a locked
bootloader model. Instead, the system boots directly from external
storage, leaving secure booting capacities in the sole hands of the
bootloader.

We identified those different components to be mandatory to
successfully retrieve the security characteristics we are targeting
in our repurposed smartphone:

• A bootloader with secure booting capacities
• A SM to manage context switching between TrustZone se-
cure and non-secure world

• A Linux kernel to manage the non-secure userland
• A TEE to simplify usage of the hardware security primitives
in the secure world

The integration of those different elements together, and where
they start to exist in the boot process are presented in figure 2.

It is important to note that both the Firmware and U-boot transfer
full control to the next element. On the other hand the SM, kernel
and TEE coexist and interact during the rest of the device usage.

4.2 Flashing a Minimal U-Boot Image
The first experiment consisted in flashing an image containing
only the U-Boot program compiled from source (including both the
SPL and U-Boot proper). This experiment aimed at validating the
earliest controllable stage of the boot chain in a repurposed context,
and set up a working framework for more complex experiments.

Through hardware switches at the back of the phone (see figure
3, the PinePhone enables its audio jack to be used as an UART inter-
face [38]. This port will reveal to be of great importance, because
it conveniently allows to retrieve startup logs on a host computer,
making it easier to backtrack possible boot errors and check the
system state.

The creation of the U-Boot image required on the host computer
required the usage of a cross-compiler (see[52]) and parameteriza-
tion of compile options. One of the critical parameters to set up is
the Device Tree Source (DTS): an object file thoroughly describing
the hardware of the targeted platform. Thanks to the openness of
the PinePhone, its DTS is accessible in the Linux Kernel source
code, but this is not the case for all smartphones. This image was
afterward directly written on the SD card used by the PinePhone
to boot.

An example of the collected boot logs is presented in figure 4,
showing that U-Boot started up properly and was trying to continue
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Figure 2: Targeted Software Stack for the PinePhone in our experiments

Figure 3: Setup to Interact with a Headless PinePhone

the boot process, i.e. launch a kernel not existent in the current
image.

While U-Boot supports optional secure bootmechanisms through
signature verification of subsequent stages, this feature was not
enabled at this stage of the experiments, as later components of the
boot chain were not yet in place. More importantly, even if such
mechanisms were configured, they would not provide a complete
secure boot guarantee in this context. Since the BootROM does
not verify the authenticity of the SPL, an attacker can replace the
entire bootloader with a modified version, thereby bypassing any
verification implemented at later stages.

4.3 Secure Monitor and Kernel Launch
The direct extension of the successful image and workflow pre-
sented in section 4.2 is the inclusion of a SM and a Linux kernel.

Compilation of the SM and kernel did not require additional
information (having the DTS is mandatory, but it was already the
case for U-Boot), and the same cross-compilation toolchain could
be used.

Upon powering the device, the BootROM again successfully
loaded U-Boot. Unlike the previous experiment, it was now able to
locate a valid Linux image on the storage medium and proceeded
to load and execute the kernel.

The boot process completed successfully, resulting in a func-
tional Linux environment running on the PinePhone. The system

Figure 4: Logs of a Successful U-Boot launch

was sufficiently stable to support interactive use and basic reg-
ular operations such as SSH connection through the serial port,
interaction with the filesystem, basic scripting,...

This setup is representative of regular smartphones recycling
projects, where the device original software stack is replaced with
a custom bootloader and a Linux image to provide a generic em-
bedded system. Once booted, standard package managers and tools
can be used to adapt the system to a wide variety of applications,
ranging from IoT gateways to low-cost servers or sensor platforms.
Compared to figure 2, only the top part (non-secure world) of the
software stack is implemented, which does not enable the leverage
of the SoC TrustZone capacities. As a result, sensitive operations
and cryptographic material cannot be protected against a compro-
mised operating system.

Furthermore, although U-Boot supports optional verification
mechanisms like secure boot, these were not enabled in this con-
figuration. The lack of a hardware-enforced root of trust allows
an attacker to replace any stage of the boot chain, including the
bootloader itself, thereby bypassing any software-based integrity
checks. While software-based protections such as filesystem or disk
encryption can be implemented at the operating system level to
protect user data, they do not provide equivalent guarantees.

4.4 Image Generation through Buildroot
To move toward a more reproducible and extensible workflow,
Buildroot was used to generate the same complete image for the
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PinePhone. This experiment aimed to provide a generic framework
for deploying similar systems across multiple platforms.

Buildroot is a tool for automatically building a complete Linux
system for embedded targets [9]. It generates a cross-compilation
tool chain, bootloader, kernel and root filesystem and allows for
easier integration of additional packages of functionalities, making
it an ideal tool to furthermore refurbish a smartphone for differ-
ent applications. While Buildroot provides a default configuration
and support for the Pine64 board (based on the same A64 SoC as
the PinePhone), peripheral mappings differ, requiring additional
adjustments to run on the PinePhone.

Configuring Buildroot introduced additional complexity, as sev-
eral parameters had to be adapted to match the PinePhone hard-
ware, including kernel options, bootloader integration, and root
filesystem generation. Although much of the required information
was available in the DTS, certain memory mappings and peripheral
configurations still had to be identified and specified manually.

Because a functional image had already been produced in pre-
vious experiments, it was possible to compare configuration logs
between the manual compilation process and the Buildroot work-
flow. This comparison facilitated the identification of the specific
parameters required by Buildroot, making the overall configuration
process more manageable.

Overall, this experiment did not improve the hardware-backed
security compared to the previous minimal U-Boot experiment. It
achieves roughly the same result—a fully controllable Linux sys-
tem on the PinePhone—but demonstrates a more reproducible and
flexible workflow that can be reused for other platforms or configu-
rations, as long as critical information (such as the DTS) is publicly
available.

4.5 Attempted TEE Integration
The final experiment aimed to integrate a Trusted Execution En-
vironment using the open-source OP-TEE implementation into
the Buildroot-generated Linux system on the PinePhone. The goal
was to re-enable hardware-backed isolation and provide secure
services, restoring some of the security guarantees typically offered
by mainstream smartphones.

This step proved significantly more challenging than the previ-
ous experiments. The main difficulties arose from the required low-
level integration and configuration of OP-TEE: properly mapping
the TEE’s secure memory regions and specifying its safe memory
zones proved complex, and incorrect mappings caused the Linux
kernel to crash. While OP-TEE itself is well-supported by the kernel,
adapting it to the PinePhone’s memory layout and boot sequence
required intricate configuration that could not be fully resolved.

Despite careful debugging and repeated adjustments, a fully oper-
ational OP-TEE system could not be achieved. The typical breaking
point is related to incorrect memory mapping issues (proper mem-
ory regions could not be identified), leading to unauthorized access
from the kernel to the secure world and, in the end, kernel crashes.

This experiment illustrates that even on an open platform like
the PinePhone, achieving a complete TEE integration requires sub-
stantial low-level expertise and precise hardware configuration.
While this experiment was a key step to meaningfully enhance
hardware-backed security in a repurposed smartphone, it could not

be achieved. The difficulties encountered did not stem from inher-
ent platform limitations, but from the high complexity of low-level
configuration, including secure memory mapping and safe zone
setup, even with complete access to the SoC documentation and
the DTS.

4.6 Summary of Observations
The sequence of experiments provides a structured view of what can
and cannot be achieved with reasonable work when repurposing a
PinePhone.

Figure 5 illustrates the resulting boot chain, indicating which
stages were successfully implemented and which remain inacces-
sible. The results reveal a clear gap between the ability to deploy
a functional system and the ability to restore hardware-backed
security guarantees.

Overall, while repurposing entails full control over the software
stack and allows deployment of flexible embedded systems, re-
establishing security properties such as verified boot and trusted
execution remains a complex and unresolved challenge. Failing to
achieve a fully operational TEE highlights a fundamental obstacle:
even on an open platform like the PinePhone, restoring strong se-
curity guarantees in repurposed devices requires substantial exper-
tise and a significant amount of time. This constitutes a structural
barrier to using reconditioned smartphones for applications that
demand robust hardware-enforced protections. Furthermore, the
lack of open and detailed documentation about the SoC from the
manufacturer is a significant obstacle: the DTS is required for ev-
ery piece of software replaced, and achieving the same results on a
closed-source platformwould require a tedious reverse-engineering
work beforehand.

5 Discussion
The experiments presented in this paper aimed to investigatewhether
hardware-backed security guarantees in commodity smartphones
can be effectively recovered after repurposing the device outside
its original provisioning ecosystem. Specifically, we focused on
evaluating the boot chain and the feasibility of integrating a TEE.
Our findings show that when performing a full replacement of the
software stack, restoring strong hardware-enforced protections is
extremely complex and device-specific. This highlights that, when
refurbishing a smartphone with strict security requirements, users
cannot rely solely on a complete software stack replacement, and
alternative approaches are necessary to achieve meaningful guar-
antees.

5.1 Challenges in Recovering Hardware-Backed
Security

Our experiments reveal a significant gap between the PinePhone’s
hardware capabilities and the security guarantees achievable after
repurposing. Although the platform supports TrustZone and secure
boot, these mechanisms are not enabled by default once outside
of manufacturer provisioning and require careful configuration.
Restoring meaningful hardware-backed security depends entirely
on the software stack, the integrator’s expertise, and access to de-
tailed documentation. Even minor misconfigurations in memory
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Figure 5: Software Stack achieved on a PinePhone

mappings, peripheral assignments, or bootloader settings can pre-
vent the device from correctly enforcing isolation or executing a
TEE.

Integrating a TEE proved considerably more challenging than de-
ploying a functional Linux system. Correctly mapping secure mem-
ory regions and defining safe zones requires low-level expertise, and
errors can easily lead to kernel crashes or a non-functional secure
world. Furthermore, this integration is strongly device-dependent:
each smartphone model has different memory layouts, boot stages,
peripheral mappings, and hardware quirks. The procedures devel-
oped for the PinePhone cannot be directly reused on other devices,
and adapting them would require substantial reverse engineering
and debugging effort.

These challenges demonstrate that the main obstacle to secure
smartphone reuse is not hardware capability, but the complexity
and specificity of software-hardware integration. Even on open plat-
forms with complete documentation, fully operational hardware-
backed isolation remains difficult to achieve. For less open or main-
stream devices, where bootloader sources or SoC documentation are
proprietary or unavailable, the task becomes practically infeasible
without advanced hardware reverse engineering skills.

In practical terms, this means that while functional reuse of
smartphones is relatively straightforward, achieving strong security
guarantees such as verified boot or isolated execution is a high-
difficulty task. For example, deploying a repurposed PinePhone as
a small-scale IoT gateway or development device is feasible, but
using it for applications handling sensitive cryptographic keys or
personal data would be risky without a fully operational TEE and
secure boot chain.

5.2 Trade-offs and Strategies for Secure
Smartphone Reuse

Secure smartphone reuse involves careful trade-offs between user
control, hardware-backed security, and software support. Fully
repurposed devices offer maximal control over the software stack,
but hardware-enforced protections are effectively disabled. Open
platforms such as the PinePhone suggest that integrating advanced
features like TEEs should be easier, yet our experiments show that
achieving functional hardware-backed isolation remains highly
complex and uncertain.

Mainstream devices with extended manufacturer support, such
as recent Google Pixel phones offering seven years of security

updates, illustrate a practical path towards maintaining hardware-
backed security over a significant portion of the device’s effective
lifetime. While this model restricts user control over the platform,
the combination of controlled boot mechanisms and regular se-
curity updates ensures that devices remain secure well beyond
the typical three-year ownership period observed for most smart-
phones. This extended support window provides a realistic oppor-
tunity to refurbish devices and redeploy them in new operational
contexts without immediately compromising security. However,
once manufacturer support ends, re-establishing secure boot chains
or TEE functionality becomes highly challenging, often requiring
low-level expertise and device-specific integration. Consequently,
while extended support does not eliminate the need for careful
reuse strategies, it significantly reduces the barrier for refurbishing
mainstream smartphones with strong hardware-backed guarantees.

Based on our observations, three broad strategies for secure
smartphone reuse can be identified:

• No hardware-backed security: Devices can be quickly
repurposed with full control over the platform. Hardware-
enforced protections are disabled, and users must explicitly
accept the absence of a root of trust. This strategy is suffi-
cient for low-risk applications such as generic Linux-based
development boards, hobbyist projects, or IoT nodes with
non-sensitive data.

• Full hardware security recovery:Devices can, in principle,
be configured to restore secure boot and TEE functionality,
providing maximal security guarantees. However, this ap-
proach is highly device- specific, requires deep low-level
expertise, and success is not assured. Large-scale deploy-
ment is impractical due to the substantial time and effort
required for configuration and debugging. This path may
suit research labs or security-focused refurbishing projects,
but not mass reuse.

• Manufacturer-supported security: Devices with long-
term vendor support maintain hardware-backed guarantees
without requiring extensive modifications. User control is
limited, but devices benefit from extended secure lifetimes.
This strategy combines predictable security with minimal
technical overhead, making it suitable for commercial reuse
programs or enterprise deployments where security is criti-
cal.



Opportunities and Challenges in Securely Reusing and Repurposing Mobile Devices LIMITS ’26, June 23–25, 20, Online

Overall, these strategies illustrate that secure reuse is not a bi-
nary choice but a spectrum of trade-offs between effort, control, and
achievable security guarantees. The technical and device-specific
nature of integrating hardware-backed security means that, for
most repurposing scenarios, users must carefully balance their need
for control against their security requirements and available exper-
tise. In this light, secure smartphone reuse should be considered
not only from a sustainability perspective but also as a question of
risk management, where the intended application and threat model
dictate the appropriate trade-off between flexibility and security.

5.3 Implications for future Smartphone
Ecosystems and Industry Practices

Our findings suggest that the challenges of secure smartphone
repurposing are not only technical, but also reflect structural as-
sumptions in current smartphone ecosystems. Hardware-backed
security mechanisms are designed around manufacturer-controlled
provisioning, updates, and certification, providing strong guaran-
tees within a single supported lifecycle.

However, these design choices make secure repurposing diffi-
cult once a device leaves its original ecosystem. Re-establishing
trust anchors or configuring TEEs requires low-level documenta-
tion and provisioning access that is typically unavailable outside
manufacturer control. As a result, security mechanisms become
tightly coupled to vendor infrastructure.

These constraints reflect economic and organizational incentives
in the smartphone industry, where maintaining long-term support
incurs non-trivial costs and market dynamics favor regular device
replacement. Security architectures are therefore optimized for a
controlled lifecycle rather than multi-cycle reuse.

This creates a tension between sustainability goals and current
industry practice. While right-to-repair initiatives, open-source
platforms, and extended support programs aim to prolong device
lifetimes, our results show that functional longevity alone is insuf-
ficient to preserve hardware-backed security after repurposing.

Finally, our findings highlight opportunities for technical stan-
dardization. Much of the observed complexity stems from platform-
specific boot and security integration mechanisms. Standardized
interfaces for secure boot, TEEs, and ownership transfer could sig-
nificantly reduce barriers to secure reuse, even if full hardware
uniformity is unrealistic.

At the policy level, extendingminimum software support periods
appears more effective for preserving both security and sustainabil-
ity than post-hoc repurposing efforts.

In earlier LIMITS literature, Mühlberg [33] argues that “ICT sys-
tems that sustainably incorporate safety and security are designed
to minimize the risk of hazards for all parties involved in the life
cycle of the system, while maximizing the safe and secure life span
and possibilities for reuse of that system and its components.” Tech-
nical requirements for sustainable safety and security have been
laid out in [33] and earlier by Paverd et al. [35], and comprehen-
sively address changing system requirements, failure and change
in third-party systems or the maintenance environment, software
failures and subsystem compromise, and others.

These requirements strongly link to repurposing scenarioswhere,
as we illustrate and argue in this paper, devices are taken out of

the ecosystem they were designed for, facing entirely new require-
ments and operating environments. As Mühlberg and Paverd et al.
argue, there are strategies and design principles – technical and
organizational – to prepare a device for these changes. Following
the ideas from [33, 35] would not only be to the benefit of reuse
and repurposing initiatives but generally enable stronger and more
sustainable notions of security and safety, of preparedness for in-
cidents and for recovery after incidents, for consumer equipment
and without necessarily increasing system complexity. This again
intersects with the idea of preparedness in “Resistance Technolo-
gies” (Ben Guirat & Mühlberg, [22]) and renunciation and digital
de-escalation (Girard et al., [18]), which both question the compati-
bility of current economic models and monetization strategies in
the ICT sector with requirements for foresight and planning in our
societies to engage with an ecological and climate polycrisis and
the political impacts of this polycrisis [28]. This paper contributes
to the discussion around preparedness and sustaining security on
repurposed personal devices by experimentally exploring the op-
portunities and highlighting the need for repurposing and reuse
scenarios to be considered in the design phase of new devices to
enable secure “junkyard computing” (paraphrasing [49] and [45])
with reduced ecological impacts.

6 Conclusions
Smartphones are one of the most widely used types of consumer
electronics globally. Following recent trends, 20 % of the world
population will purchase a new smartphone in 2026.1 Given the
proliferation, versatility, compute power, and the relatively short
lifetime of these devices, ideas and narratives towards notions of
environmental sustainability and the general reduction of envi-
ronmental impact of the smartphone industry have been raised
by academics and society at large. Backed by data from life-cycle
assessments, extending the lifetime of smartphones through repair,
refurbishment, reuse and repurposing is generally considered to be
the most effective strategy for impact reduction. Research in this
direction predominantly focuses on designing devices for repairabil-
ity as well as on exploring the feasibility of reuse and repurposing
with different approaches and across different scenarios.

In our research we seek to understand to what extent repurposed
smartphones can be trusted from a security perspective, whether
they can be used in security-critical applications, and whether
and how hardware-backed security features in commodity phones,
specifically Trusted Execution Environments, can be relied upon
(or whether such features may even impede trustworthy reuse sce-
narios). We address these questions by envisioning different use
cases and by experimenting with an open-hardware smartphone
to then generalize our findings to less transparent consumer de-
vices. We report on our work towards restoring trust anchors, and
on enabling mechanisms to protect system integrity and secure
credential storage. We conclude that secure reuse is, in general,
technically feasible across many devices but remains very challeng-
ing due to variability across different smartphone models, lack of
support from the device vendor, and a general lack of tooling and
documentation. We hope for future generations of devices to follow,

1Statista: Smartphones – Worldwide, https://www.statista.com/outlook/cmo/
consumer-electronics/telephony/smartphones/worldwide

https://www.statista.com/outlook/cmo/consumer-electronics/telephony/smartphones/worldwide
https://www.statista.com/outlook/cmo/consumer-electronics/telephony/smartphones/worldwide
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e.g., right-to-repair legislation, and be designed with repairability
and an extended lifespan in mind to ease security implementations
in reuse and repurposing scenarios. Until this is the case, we invite
researchers to follow our experiments and results to explore and
integrate notions of security and dependability in permacomput-
ing, solar computing, and in other responsible and limits-aware
approaches to computing.

Open Science
All code developed to create the PinePhone flashed images is avail-
able as an artifact under GPLv3 license at https://gitlab.ulb.be/aroty/
pinephone_exps. The artifact was under development at the time
of submission of this paper and will likely be completed during the
review period.
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