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Abstract—As edge devices take on greater responsibility for
processing sensitive data, they also face escalating risks from
sophisticated cyberattacks. Machine learning-based intrusion
detection systems (IDSs) are a key defense mechanism, but
deploying IDS on edge devices poses three challenges: models
must remain lightweight, inference must operate in real-time, and
the IDS itself must be secured against adversarial manipulation.
In this paper, we present LiReS IDS, a lightweight, real-time, and
secure IDS tailored for RISC-V edge devices. First, we introduce a
genetic algorithm—driven structured pruning method that reduces
the size of CNN-based IDS by up to 80% while preserving
detection accuracy, enabling deployment on memory-constrained
RISC-V edge platforms. Second, we design a TEE-secured IDS
architecture using Keystone enclaves to ensure the confidentiality
and integrity of the IDS. Finally, we implement and evaluate
LiReS IDS on the SiFive HiFive Unmatched RISC-V board
using multiple benchmark datasets (NSL-KDD, UNSW-NB15,
and CICIDS-2018), achieving real-time detection performance
with a latency of 50 ms, demonstrating its practical feasibility
for next-generation RISC-V edge computing environments.

Index Terms—Intrusion Detection Systems, Trusted Execution
Environments, RISC-V.

I. INTRODUCTION

The rapid proliferation of Internet of Things (IoT) de-
vices and edge computing platforms has transformed the
way data is collected, processed, and analyzed [1]]. Unlike
traditional cloud-centric architectures, where raw data must be
transmitted to distant servers for processing, edge computing
enables computation to be performed closer to the data source.
This paradigm shift provides several advantages: reduced
communication latency, improved responsiveness for real-time
applications, and enhanced privacy by keeping sensitive data
local [2]]. This shift is supported by the rise of RISC-V,
an open architecture that enables researchers and industry
practitioners to design customized processors with fine-grained
control over performance, energy efficiency, and security
features [3|]. RISC-V-based edge devices have already been
adopted across diverse domains, including servers, healthcare,
and autonomous vehicles.

However, the ubiquity, connectivity, and ability of these
devices to interact with sensitive data make them attractive
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targets for cyber attackers. To address these risks, one promis-
ing approach is to deploy an intrusion detection system (IDS)
directly on edge devices. IDS serves as a defense mechanism
that monitors system activities and network traffic to iden-
tify malicious behavior. Broadly, IDSs can be classified into
two categories: signature-based and anomaly-based. Signature-
based IDS rely on predefined patterns of known attacks, offer-
ing efficient detection for well-characterized threats but limited
capability against zero-day attacks. In contrast, anomaly-based
IDS learn patterns of normal behavior and flag deviations as
potential intrusions [4]]. This latter approach, often driven by
machine learning (ML) techniques, has proven to be more
effective in recognizing previously unseen attacks.

Deploying an ML-based IDS on the edge has many tech-
nical challenges. First, it has to be lightweight enough to be
deployed on resource-constrained edge devices [3[]. Second,
the protection of the IDS itself should be considered as it
may become a new target of attack, including adversarial
example injection, model extraction, and parameter tamper-
ing, which can degrade ML performance and leak sensitive
information [|6]. For protecting security-critical workloads in
edge devices, Trusted Execution Environments (TEEs) offer
a promising foundation. A TEE establishes an enclave that
isolates sensitive applications from the untrusted operating sys-
tem and applications in Rich Execution Environment (REE),
ensuring confidentiality and integrity even in adversarial en-
vironments. However, the applicability of TEEs for intrusion
detection on edge devices—specifically their ability to support
lightweight, real-time, and secure IDS execution—remains an
open question. This gap motivates our work.
Contributions. The goal of this work is to design and imple-
ment a lightweight, real-time, and secure IDS, LiReS IDS, that
can be practically deployed on resource-constrained RISC-V
edge devices. To this end, we implement the LiReS IDS on
a real board. Figure [I] shows our design and implementation
overview. We make the following contributions:

o Genetic Algorithm-driven Pruning. We introduce a

genetic algorithm—driven structured pruning technique
specifically tailored for CNN-based IDS in edge com-
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Fig. 1. Overview of the LiReS IDS workflow. The baseline CNN-based IDS is trained and pruned in the cloud to produce a lightweight model, which is then
securely deployed on RISC-V edge devices. Within the edge device, the IDS runs inside Keystone TEEs to ensure confidentiality and integrity, while the REE
hosts regular and client/host applications. The system protects against both network-based and adversarial attacks while processing real-time network flows.

puting environments. By searching for and removing
redundant filters, our method compresses the IDS model
by 80% while preserving detection accuracy.

o TEE-Secured IDS Architecture. We propose a novel
TEE-secured IDS architecture. By isolating IDS and its
inference processes within enclaves, the proposed IDS ar-
chitecture provides confidentiality, integrity, and tamper-
resistance against machine learning—specific threats.

o Full-System Implementation on RISC-V Hardware.
We deploy and validate LiReS IDS on the SiFive HiFive
Unmatched RISC-V development board. Our implemen-
tation demonstrates successful end-to-end integration of
data processing, pruning, and achieving real-time detec-
tion performance on a physical edge computing platform.

II. RELATED WORKS

With the rise of the Internet of Things (IoT) and edge
computing, there is growing interest in deploying IDSs on
edge devices. Recently, large language models (LLMs) have
been explored for anomaly detection tasks [7]; however, their
immense parameter size and computational demand make
them unsuitable for resource-constrained edge devices. Ma-
chine learning and deep learning have been widely adopted
for IDSs due to their ability to detect zero-day attacks beyond
the capabilities of signature-based methods. Among these,
deep convolutional neural networks (CNNs) have emerged as
a particularly promising approach, as they can automatically
learn and generalize from raw data features, thereby reduc-
ing the need for manual feature engineering. Despite these
advantages, deep CNNss still demand substantial memory and
computational resources, which presents significant challenges
for deployment on IoT and edge platforms.

Existing approaches have sought to reduce IDS complex-
ity by designing lightweight models using classical machine
learning algorithms such as random forests, support vector
machines, and k-nearest neighbors [5]. While these approaches
achieve low overhead, they often sacrifice detection accuracy.
Recent studies also have explored model compression tech-

niques for deep learning, including pruning, quantization, and
knowledge distillation [8]]. Among these, pruning is particu-
larly appealing because it directly reduces the number of active
parameters or filters, enabling faster inference and smaller
memory footprints [9]. Nevertheless, existing pruning methods
often depend on global pruning ratios and overlook not only
the trade-off between accuracy and sparsity but also the need
to maintain real-time inference performance.

Most current IDS deployments on edge devices primarily
focus on reducing model size and computational cost, but
they often overlook the confidentiality and integrity of the IDS
itself. In typical edge IDS implementations, the trained ML-
based IDS and its inference processes run entirely in the REE.
Since the REE is untrusted and vulnerable to compromise,
IDSs executed in this environment remains exposed to threats
such as model extraction and parameter tampering. Although
several approaches such as model encryption have been pro-
posed to protect machine learning models, these techniques
typically incur prohibitive overhead and runtime [10]].

TEE provides a promising solution to this challenge. A TEE
establishes a secure enclave within the processor, isolating
sensitive computations from the untrusted REE and ensuring
confidentiality and integrity even in the presence of a compro-
mised operating system. Existing TEEs such as Intel SGX and
ARM TrustZone are designed specifically for x86 and ARM
architectures, and therefore cannot be directly applied to RISC-
V platforms. Securing RISC-V edge devices has therefore
become an urgent research need. In this context, Keystone, an
open-source TEE for RISC-V, provides a suitable foundation
for developing secure IDS on RISC-V edge devices.

III. THREAT MODEL

We assume that a RISC-V-based edge device runs general-
purpose applications inside the Rich Execution Environment
(REE) and security-critical applications inside a Keystone
Trusted Execution Environment (TEE). We assume the IDS
is securely deployed after training in the cloud.



Our security objective is to protect the RISC-V-based edge
device from network-based attacks, and to ensure the confi-
dentiality and integrity of the deployed IDS model and its
inference process. The IDS must process input network traffic
securely inside the enclave, and generate alerts when malicious
activity is detected. Even if the host operating system is
compromised, the enclave must ensure that IDS model is not
leaked or tampered with and that inference outputs reflect the
true classification results.

We assume adversaries may gain full control over the REE
by compromising the operating system, installing malicious
software, or arbitrarily modifying any unprotected memory re-
gion. These adversaries can launch network-based attacks. To
capture these behaviors comprehensively, we evaluate LiReS
IDS using three widely adopted intrusion detection datasets
that reflect real-world adversarial patterns:

e NSL-KDD: Includes DoS, Probe, R2L, and U2R.

o« UNSW-NBI1S5: Includes Fuzzers, Exploits, Generic, etc.

o CICIDS-2018: We select brute-force attack scenarios

includes FTP_BruteForce and SSH_BruteForce.

IV. LIGHTWEIGHT MODEL DESIGN

This section first outlines the baseline IDS model design
workflow in a cloud environment and then introduces a genetic
algorithm-based structured pruning approach that creates a
lightweight IDS model for edge deployment.

A. Baseline Model Design
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Fig. 2. IDS design workflow in the cloud environment. The process consists
of two main stages: (1) data preprocessing, which includes data cleaning, label
refinement, feature scaling, normalization, and encoding; and (2) IDS devel-
opment and optimization, involving model training, evaluation, pruning, and
post-pruning evaluation to produce the lightweight IDS for edge deployment.

We first design and train a baseline CNN-based IDS
model in a cloud environment. Figure [2| illustrates the overall
workflow. Our model design encompasses two stages: data
preprocessing, and IDS development and optimization. We
use three open-source intrusion detection datasets (NSL-KDD,
UNSW-NB15, and CICIDS-2018) to train and evaluate the
baseline model. Each dataset is first parsed into tabular form
and cleaned to remove missing or corrupted entries. We then

discard redundant or constant-value attributes to eliminate
non-informative features. Numerical features are standardized
using z-score normalization:

a= (1)

0

where x; is the raw feature value, and p; and o; denote the
mean and standard deviation of feature ¢ across the training set.
Each dataset defines attack categories differently (e.g., DoS,
Probe, U2R, R2L). We use one-hot encoding that transforms
discrete variables into fixed-length binary vectors:

0], 2)

with a 1 placed at the index corresponding to the category c;.

The baseline IDS models adopt a deep CNN architecture.
We train the model using the Adam optimizer with categorical
cross-entropy loss. The trained baseline models serve as the
foundation for subsequent pruning and hardware deployment.

O(c;) = [0,0,...,1,...

B. Genetic Algorithm-driven Pruning

Deep CNN-based IDS models typically require substantial
storage capacity, which makes them unsuitable for deployment
on resource-constrained RISC-V edge devices and for execu-
tion within an enclave. To address this, we adopt structured
pruning as a model compression strategy, and treat pruning as
a discrete optimization problem: learning binary masks that
determine which filters or neurons to keep. This formulation
allows us to search directly for lightweight subnets that achieve
a balance between accuracy and sparsity. In contrast, most
prior methods fail to achieve this balance—unstructured prun-
ing reduces computation but yields minimal memory savings.
In addition, existing structured pruning methods remove entire
filters or channels and can reduce model size, but they typically
rely on fixed heuristics or global pruning ratios. In contrast,
our discrete optimization formulation with a genetic algorithm
(GA) systematically explores a broader combinatorial space
of pruning configurations, and GA’s evolutionary operators
include selection, crossover, and mutation, enabling adap-
tive refinement of pruning decisions, making our approach
particularly well suited for identifying compact yet accurate
subnetworks for edge deployment. Figure [3]illustrates the GA-
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Fig. 3. GA-driven structured pruning tailored for CNN-based IDS.



Chromosome encoding: Each candidate solution (chro-
mosome) c is a tuple of binary masks

c= (m(l) m(2), ce m(L)),

)

where each m¥) € {0,1}" masks the n, output filters or
neurons of the ¢-th prunable layer in the network. A bit value
0 indicates pruning the corresponding unit; 1 keeps it active.
We define the total number of prunable units as:

L
T = Zne
=1

Mask application: Given a trained baseline model and
chromosome c, we clone the model and apply the masks
{m®} by zeroing (i) all kernel slices and bias entries of the
pruned output channels in convolutional layers and (ii) the
pruned output columns and biases in fully connected layers.
The cloned model is compiled using categorical cross-entropy
and Adam, and evaluated on a held-out validation set to obtain
accuracy acc(c).

Objective and fitness: Let A(c) = ZZL:1 [m ]|, be the
number of kept units. We define the retention ratio

_ Ao
r(c) = 5

and its complement 1 —r(c) as sparsity (fraction pruned). The
scalar fitness combines accuracy and sparsity:

fit(c) = w(1—r(c)) + (1 —w)acc(c), 3)

with w = 0.1. The GA maximizes Eq. (3).

Initialization: We sample an initial population of P =
100 chromosomes by drawing each mask bit from {0, 1} with
equal probability.

Selection: We use Roulette-wheel (fitness-proportional)
selection to sample parents according to normalized fitness
scores within the current population.

Crossover: We perform single-point crossover with prob-
ability px = 0.6 on one randomly chosen mask among
{m® m® ... m)} Given parents, we uniformly choose
a cut point p € {1,...,ny — 1} for that mask length n, and
swap the leading segments to form two children; other masks
are unchanged.

Mutation: We flip each bit in each child independently
with probability p,, = 0.05.

Replacement and termination: Children are generated in
pairs until a new population of size P is formed. We keep track
of the best chromosome c* and best fitness per generation. The
algorithm stops after at most 100 generations or earlier if the
absolute improvement of the best fitness across consecutive
generations falls below 1076,

Outputs: At termination, we report (i) the best chromo-
some c*, including the number of active units in each layer,

(Ilm™® o, m® o, .., [Im* o),

€ [0,1],

(ii) the final validation accuracy acc(c*), and (iii) the retention
ratio r(c*) (with sparsity 1 —r(c*)). This procedure can build

a pruned CNN-based IDS model while preserving accuracy
under the trade-off in Eq. (3).

The genetic algorithm parameters, including population
size P, crossover probability p,, mutation rate p,, and
the fitness weight w was determined empirically through a
parameter sweep. Specifically, we performed a grid search
over ranges (P € {50,100,150}, px € {0.4,0.6,0.8},
p, € {0.01,0.05,0.1}, w € {0.05,0.1,0.2}) to balance
pruning ratio and accuracy. The final configuration (P = 100,
px = 0.6, p, = 0.05, w = 0.1) achieved the most stable
convergence and best trade-off between sparsity and accuracy.

V. SYSTEM ARCHITECTURE

This section presents the TEE-secured IDS architecture,
which consists of three primary components: a client appli-
cation for data ingestion and preprocessing, a host application
for enclave management and communication, and an enclave
application implementing IDS inference functionality. Figure @]
shows our design overview.
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Fig. 4. Overview of the TEE-secured IDS architecture. The system consists
of three main components: the client application for data ingestion and pre-
processing, the host application for enclave management and communication,
and the enclave application that performs IDS inference.

A. Client Application

The client application acts as the entry point for the LiReS
IDS. The client application is responsible for ingesting raw
or pre-collected network traffic, applying preprocessing and
feature extraction, and securely transmitting processed inputs
to the host application. In the real deployment scenario, the
client can either read traffic data from live network interfaces
(e.g., packet capture tools) or load pre-recorded datasets.

To ensure compatibility with the CNN model deployed
inside the enclave, the client applies the same preprocess-
ing schema defined during model training. This alignment
guarantees that the feature vectors generated during inference
match those used during training, preserving the consistency
and accuracy of the model.

Once preprocessing is completed, the client establishes a
secure TCP connection to the host application on a designated
port. We implement a two-phase communication protocol: the
client first sends the size of the feature vector as a string,
followed by the vector itself. This approach enables the host



to dynamically allocate buffers and efficiently handle inputs
of varying size.

B. Host Application

The host application acts as the intermediary between the
untrusted client and the trusted enclave, coordinating enclave
lifecycle management and data exchange. The host listens
on the client port, accepts client connections, and processes
requests.

The host application is also responsible for enclave lifecycle
management. When a new session is initiated, the host creates
a Keystone enclave with memory settings tailored for intrusion
detection workloads.

The host bridges communication between the client and
the enclave through Keystone’s edge-call interface. Incoming
data is copied to a shared memory buffer accessible to the
enclave, while using Keystone’s OCALL mechanisms for
communication, allowing the enclave to request additional
resources or return inference results.

C. Enclave Application

The enclave application is the core of LiReS IDS, imple-
menting CNN-based IDS within the Keystone trusted exe-
cution environment. This design ensures confidentiality and
integrity for the model parameters, architectures, and inference
operations, protecting them from ML-specific threats.

Upon receiving input from the host, the enclave executes a
feature parsing routine, performing bounds checking and input
validation to mitigate risks of buffer overflows or malformed
data. The IDS performs model inference to determine whether
a sample represents benign or malicious activity. Results are
then securely transmitted back to the host using Keystone’s
edge call interface. The enclave design enforces the minimal
trusted computing base (TCB) principles, confining only crit-
ical functionality — data parsing, model inference, and result
generation — inside the enclave.

D. Integration of Enclave Cache

Keystone implements integrity protection when launching
an enclave: the Security Monitor (SM) computes a crypto-
graphic hash over the entire statically linked enclave binary
for essential attestation purposes. This process significantly
increases the enclave startup latency, particularly for large
binaries such as ML models. In practice, the startup time
dominates the total latency when enclaves are created per
request, making real-time IDS deployment infeasible.

To address this, we adopt the enclave application cache
(ecache) mechanism [11f], which securely stores previously
measured enclave binaries in a PMP-protected memory region.
On a cache hit, Keystone can launch a new enclave instance
by copying the cached image without repeating the expen-
sive measurement step. This design preserves the security
guarantees of attestation while reducing startup latency. The
integration of the enclave cache enables LiReS IDS to achieve
real-time intrusion detection.

Component | Specification
SoC SiFive Freedom U740
CPU 4x U74 cores
1x S7 core
ISA RV64GC (U74)
RV64IMAC (S7)
Frequency 1.2 GHz
Memory 16 GB DDR4

(a) HiFive Unmatched Hardware
Specifications

(b) HiFive Unmatched Board
Fig. 5. HiFive Unmatched hardware.

TABLE I
COMPARISON BEFORE AND AFTER GA-BASED PRUNING.

Dataset Model Size (KB) Reduction Accuracy (%)
NSL-KDD 3547 — 71.2 -80.0 % 99.4 — 98.1
UNSW-NB15 365.7 — 74.0 ~79.8% 94.1 — 93.0
CICIDS-2018 443.5 — 89.1 -80.0 % 97.8 — 96.5

VI. EXPERIMENTAL EVALUATION

This section first defines the experimental setup and metrics.
We then present results on detection accuracy, model size,
and inference efficiency on RISC-V hardware. We imple-
mented and evaluated the proposed LiReS IDS on the Sifive
HiFive Unmatched RISC-V board. Figure [5] summarizes its
key specifications. This board can be applied in real-world
contexts such as edge computing prototypes and operating
system development.

A. Detection Accuracy

As summarized in Table [I] the proposed GA-based struc-
tured pruning compresses the CNN-based IDS by 80% on all
three benchmarks while preserving high detection accuracy.
While some deep learning-based methods achieve very high
accuracy on cloud server or high-performance processor se-
tups, such solutions depend on heavyweight models and long
runtimes that are impractical for resource-constrained RISC-V
edge devices. Our comparisons focus on IDSs designed for IoT
devices, as summarized in Table@ LiReS IDS achieves higher
detection accuracy than other IDS designed for IoT devices.
On NSL-KDD, LiReS IDS achieves 98.1% accuracy, closely
matching the prior method by Marir et al. [[12]] who leveraged
deep feature extraction and multi-layer ensemble support vec-
tor machines which are unsuitable for deployment on edge
devices, and is significantly higher than other lightweight
approaches such as Kunang et al. [13]. On UNSW-NB15,
LiReS IDS achieves the highest accuracy at 93.0%, which is
better than Zhang et al. [[14] and Peng et al. [15] by 4.1% and
10.7%, respectively. For the CICIDS-2018 dataset, LiReS IDS
achieves 96.5% accuracy, outperforming other lightweight IDS
models including Lin et al. [[16] and Kunang et al. [[13]].



TABLE 11
ACCURACY (%) COMPARISON.
Dataset Method Accuracy (%)
NSL-KDD Marir et al. [[12] 98.6
Kunang et al. [[13] 86.0
LiReS IDS 98.1
UNSW-NB15 Zhang et al. [14] 88.9
Peng et al. [15] 82.3
LiReS IDS 93.0
CICIDS-2018 Lin et al. [16] 96.2
Kunang et al. [[13] 954
LiReS IDS 96.5
TABLE III
INFERENCE TIME COMPARISON.
Author Platform Latency
Musthafa et al. [17] Raspberry Pi 3B+ 226.2 ms
Kong et al. [|[18] NVIDIA Jetson AGX Xavier 82 ms
Chithra Rani et al. [19] NVIDIA Jetson Nano 568 ms
LiReS IDS RISC-V HiFive Unmatched 50 ms

B. Inference Efficiency

We further evaluated the inference efficiency of the LiReS
IDS to demonstrate its real-time detection capability. The
experiment measures the latency of the TEE-secured IDS
under continuous client—enclave communication. Each batch
of 20 records is sent from the client to the host and then to
the enclave for classification. We first measured the average
latency per traffic sample, which was 19 ms. To emulate a
stable edge monitoring scenario and maintain synchronization
between client data streams and enclave inference cycles, the
system was configured to process one batch per second. This
setting balances throughput and response time, allowing the
system to operate without congestion. As a result, the end-
to-end detection latency is 50 ms, corresponding to real-time
detection performance in edge environments.

Table [T compares the inference performance of LiReS IDS
with other real-time IDS deployed on different edge platforms.
Musthafa et al. [17]] applied model pruning and quantization
to reduce the memory footprint of a deep learning—based
IDS, reporting a latency of 226.2 ms on a Raspberry Pi
3B+. Kong et al. [[18]] proposed a lightweight IDS optimized
for edge devices, achieving 82 ms latency on the NVIDIA
Jetson AGX Xavier. Chithra Rani et al. [19] proposed a deep
learning—based IDS, obtaining 568 ms latency on the NVIDIA
Jetson Nano. LiReS IDS achieves an inference latency of
50 ms on the HiFive Unmatched RISC-V board, demonstrat-
ing that strong security guaranties can be provided without
sacrificing real-time performance.

VII. CONCLUSION

In this paper, we introduce LiReS IDS, a lightweight, real-
time, and secure intrusion detection system designed for RISC-
V edge devices. Our pruning method reduces the CNN-based
IDS size by up to 80% with minimal accuracy loss. We
designed a novel TEE-secured IDS architecture to ensure the
confidentiality and integrity of the IDS. The implementation
and evaluation on the HiFive Unmatched RISC-V board

demonstrated the real-time detection capability and practical
feasibility of LiReS IDS. In future work, we plan to extend
LiReS IDS to support federated learning—based collaborative
intrusion detection and dynamic model updates within TEE.
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