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Abstract—Memory-related errors remain an important cause
of software vulnerabilities. While mitigation techniques such as
using memory-safe languages are promising solutions, these do
not address software resilience and availability. In this paper,
we propose a solution to build resilience against memory attacks
into software, which contributes to environmental sustainability
and security.

I. INTRODUCTION

The urgent need for climate action requires a focus on sus-
tainability in every field, including security [S]]. Recent work
attempts to define numerous different notions for sustainable
security [12]], [[15]]. For example, Paverd et al. [[15]] define
design principles for sustainable security and safety, such as
isolation between components, replication, and diversification.
However, these principles relate to sustaining the security of
the system rather than environmental sustainability. In this
paper, we discuss how building resilience into software against
memory attacks can, by limiting the need for redundancy
in dependable systems software, contribute to environmental
sustainability in addition to sustaining security.

Memory-unsafe programming languages such as C, and
C++ are still one of the primary root causes of software vulner-
abilities [|3]]. These vulnerabilities can allow attackers to access
vulnerable systems by compromising program behavior. There
are two ways to address memory-related attacks: 1) retrofit the
unsafe software with run-time defense techniques, 2) perform
new development in memory-safe languages.

While well-known mitigations such as control-flow integrity
and stack canaries can detect attacks, they stop the attacks
by terminating the application. Service-oriented applications
are particularly at risk because a temporary failure can have
an impact on a large number of clients. Consequently, de-
signing systems for resilience additionally requires replication
or redundancy. Such over-provisioning, however, is not en-
vironmentally friendly. There is a need to address software
resilience through approaches that are environmentally sus-
tainable and also built upon principles of sustainable security.

Rust is an emerging memory-safe language with perfor-
mance nearly as good as conventional system programming
languages such as C and C++ [16]. Rust is more difficult to
exploit by design, as it forbids unsafe memory access patterns
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and enforces a strong type system. However, Rust provides
foreign function interfaces (FFI) that enable an application
to use system libraries written in other languages, essentially
calling memory-unsafe code. This can violate the memory
safety of Rust code, e.g., by dereferencing raw pointers or
breaking ownership rules [11]. Even if such applications
are mainly written in Rust, there is no guarantee that the
application is resilient against memory corruption attacks.
Efficient approaches for software resilience could benefit Rust
applications that rely on unsafe code through FFI as well.

In earlier research we introduce Secure Rewind and Discard
of Isolated Domains (0], as briefly described in § Our ap-
proach leverages mechanisms for hardware-assisted in-process
isolation in commercial, off-the-shelf processors and allows
retrofitting C applications with the capability to recover from
memory errors in isolated components. However, a drawback
of this approach is compartmentalizing an application into
distinct, isolated domains as a pre-requisite for secure rewind
can require code changes and manual effort by developers.
That drives up the cost of software development, both in terms
of money and energy consumption.

To address this drawback, and to extend the approach
to protect FFI functionality, preserving the memory-safety
guarantees of Rust applications, we are currently adapting
our secure rewind library to a streamlined version that allows
developers to leverage metaprogramming in Rust to annotate
functions that must be compartmentalized, as discussed in §

In future work, we plan to quantify the benefit of secure
rewind in terms of benefits to environmental sustainability
gained through improved resilience against attacks. We discuss
possible methodologies in §[IV]

II. SECURE DOMAIN REWIND AND DISCARD

Our Secure Rewind and Discard of Isolated Domains
scheme [6] allows restoring the execution state of a program to
a state in which allocated memory is free from corruption. This
is possible with two pre-requirements: 1) Compartmentalizing
an application into distinct domains by leveraging hardware-
assisted software fault isolation which guarantees that a mem-
ory defect within a domain only affects that domain’s memory.



2) Leveraging different pre-existing detection mechanisms,
such as stack canaries and domain violations.

We realize this idea by providing a C library, Secure Do-
main Rewind and Discard (SDRaD) for Linux on commodity
64-bit x86 processors with Protection Keys for Userspace
(PKU). The library provides flexible APIs to support different
compartmentalization schemes, such as protecting application
integrity and confidentially. The developer can retrofit software
applications with the secure rewinding mechanism by using
them.

We evaluated our solution in three different use cases: Mem-
cached, NGINX, and OpenSSL and concluded that it adds
negligible overhead (2%—4%) in realistic multi-processing sce-
narios. Our solution can provide faster recovery time compared
to container or process restart time. For example, in our
Memcached setup with a 10GB database, a regular restart
takes about 2 minutes, in-process rewinding takes only 3.5us.
Also, our approach offers significant advantages with limiting
the impact of malicious clients on other clients in a service-
oriented application, without disrupting service.

One of the drawbacks of our solution is that retrofitting an
application with SDRaD requires additional software develop-
ment effort. Depending on the target application, this effort
might be minimal. For example, we changed two source files
in Memcached and added 484 new lines of wrapper code.

III. FRIEND OR FOE? FOREIGN FUNCTIONS IN RUST

One of the shortcomings in Rust’s foreign function interface
is that it allows calling unsafe code inside Rust. In an earlier
approach, unsafe code was invoked as a separate process with
significant run-time overheads [9]]. Also, several researchers
propose heap isolation between the unsafe and safe blocks
based on PKU by using compiler-based approaches [8]], [[10].
However, while both approaches can provide integrity in the
memory safe area, they do not address the availability of
software applications.

In ongoing work, we propose a solution, SDRaD for Foreign
Function Interfaces (SDRaD-FFI), to improve the availability
and memory-safety guarantees of software written in Rust
without excluding the use of legacy code. This is possible
by protecting the integrity of the safe memory area from the
unsafe area and allowing the safe area to perform alternate
actions in case of memory violation. This requires lightweight
in-process isolation between all safe and unsafe memory areas.

We will provide a Rust crate as a realization of our approach
by leveraging our SDRaD C library. Moreover, we aim to
provide easy-to-use annotations by leveraging Rust’s macro
expansion to hide SDRaD calls, argument and return value
handling, and alternate actions in case of domain violations.
SDRaD-FFI can support arbitrary argument passing between
domains using different Rust serialization crates. We plan to
evaluate different serialization crates and our solution in real-
world use cases.

IV. SUSTAINABILITY EVALUATION

Providing well-defined components and isolation is im-
portant for sustaining security [15]. For example, isolation

can limit memory corruption within a component. However,
some approaches for compartmentalizing applications can be
less environmentally sustainable than others. For example,
conventional process isolation has high context-switching costs
that increase resource utilization. Hardware-assisted in-process
isolation, such as Memory Protection Keys (MPK) [13]], [14]]
and CHERI [17]], are potential solutions to provide lightweight
isolation. It should be noted that CHERI requires specialized
hardware. Implementing these solutions may require refac-
toring applications, which comes with software development
costs. Another important issue is that while compartmen-
talizing applications into distinct domains is important for
protecting application integrity and confidentially, providing
availability is also important for environmental sustainability.
Our solution is based on hardware-assisted in-process isolation
by leveraging MPK; it is lightweight and incurs minimal run-
time overhead. SDRaD APIs allow the developer to com-
partmentalize applications into distinct domains to provide
confidentially and integrity. Also, the rewinding mechanism
is important for application availability. While implementing
SDRaD requires software development effort, we aim to
reduce the effort for SDRaD-FFI with easy-to-use APIs.
Replication or diversification of software can decrease the
likelihood of memory-related attacks and increase software
longevity. This can result in over-provisioning hardware re-
sources and is not environmentally friendly. Our solution sup-
ports fast recovery time without replication or diversification,
and with only limited runtime overhead. In fact, SDRaD
substantially reduces the time to recover from a fault. For
example, in our Memcached setup, a regular restart takes
about 2 minutes (which would violate 99.999% availability
if there were three faults per year), while our in-process
rewinding takes only 3.5us, allowing for more than 9 - 107
recoveries. Specifically in critical application scenarios, e.g., in
telecommunications or smart grids, high levels of availability
are normally achieved by means of redundancy, which our
approach can alleviate. A thorough analysis of the potential
impacts of our approach requires further life-cycle assess-
ment approaches with a focus on environmental sustainability
through energy efficiency [2], [ 7], but also economic and social
dimensions [1]], to be applied in a comprehensive case study
from the above domains, which would also consider rebound
effects [4]. Our results already show that in particular systems
that involve software components such as Memcached, which
need a lot of time to recover from failure, can benefit from
SDRaD in terms of dependability and life-cycle sustainability.

V. CONCLUSION

We outline early research on applications and impact assess-
ment of our Secure Rewind and Discard of Isolated Domains
approach to improve software resilience and availability. We
highlight ongoing work to improve on dependability properties
of software written in memory-safe languages that rely on
foreign/native library code. Importantly, our approach has
the potential to also improve on aspects of environmental
sustainability in critical software systems.
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