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1 Introduction
Computer systems often provide hardware support for iso-
lation mechanisms like privilege levels, virtual memory, or
enclaved execution. Over the past years, several successful
software-based side-channel attacks have been developed
that break, or at least significantly weaken the isolation that
these mechanisms offer. Extending a processor with new
(micro-)architectural features brings a risk of enabling new
such side-channel attacks. In particular, interrupt-based at-
tacks are very effective in breaking confidentiality and in-
tegrity of code and data in enclaves, i.e. protected memory
regions [1–3, 6]. An attacker capable of raising interrupts at
will, and of managing them can observe different timings of
enclaved executions, so possibly breaking isolation.

Here, we outline our work in extending a micro-processor
with carefully designed interruptible enclaves without weak-
ening security. We started from the existing Sancus platform
[4, 5] that supports non-interruptible enclaved execution and
we extend it with interrupts. To obtain strong security guar-
antees, we formalize both versions of Sancus and we prove
them fully abstract. Roughly, our full abstraction theorem
guarantees that the attacker gains exactly the same infor-
mation without and with interrupts: adding interruptibility
opens no new avenues of attack. Our result is reflected in the
implementation of the secure interrupt handling mechanism
in Sancus – actually this required back-and-forth interac-
tions for tuning the formalization and the implementation.

2 Outline
We formally define the operational semantics of the original,
uninterruptible Sancus (SancusH) and of the secure interrupt-
ible version (SancusL). The two share most of their structure
and just differ in the way they deal with interrupts.

The model. The memory M and the register file R are
functions from 216 locations to bytes, and from each of the 16
registers in a 2-bytes word. Reads and writes are formalized
much in the standard way, with particular care of faithfully
reflecting those of the hardware. The memory is partitioned
into a protected part, or module M𝑀 , that contains code and
data of the enclave, and an unprotected section. The code of a
module runs in isolation: it cannot exchange any information
with the outside, except when it jumps out of the protected
memory or when it is invoked at a specific entry point.

The attacker𝐶 is a context, consisting of the (code and data
in the) unprotected section M𝐶 and of an I/O device, used
for raising interrupts at specific CPU cycles. We formalize
the device as a deterministic I/O automaton D that evolves
synchronously with the CPU through actions for raising in-
terrupts, and for reading from and writing to the CPU.
A program 𝐶 [M𝑀 ] = ⟨M𝐶 ⊎ M𝑀 ,D⟩ executes either

in protected mode, when the code of the enclave runs, or
in unprotected mode, when the code of the attacker runs. A
memory access control relation (MAC) checks whether an
instruction can be executed in the current mode.

Operational semantics. The configurations of both tran-
sition systems are ⟨𝛿, 𝑡, 𝑡𝑎,M,R, pcold,B⟩, where (i) 𝛿 is the
current state of D; (ii) 𝑡 is the CPU current time; (iii) 𝑡𝑎 is
the arrival time of the last pending interrupt; (iv) M, R are
the current memory and the current register file; (v) pcold
is the previous program counter, used by MAC; (vi) B is the
backup, a software inaccessible storage to save the enclave
state while handling an interrupt raised in protected mode.

The inference rules defining the behaviour of both SancusH
and SancusL are rather detailed to accurately describe hard-
ware operations. We only show the rule for moving the value
of register r1 in r2, through the instruction 𝑖 = MOV r1 r2

𝑖,R, pcold ,B ⊢mac OK
R ′ = R[pc ↦→ R[pc] + 2] [r2 ↦→ R[r1]]

D ⊢ 𝛿, 𝑡, 𝑡𝑎 ↷cycles (𝑖)
𝐷

𝛿 ′, 𝑡 ′, 𝑡 ′𝑎
D ⊢ ⟨𝛿 ′, 𝑡 ′, 𝑡 ′𝑎,M,R ′,R[pc],B⟩ ↩→𝐼 ⟨𝛿 ′′, 𝑡 ′′, 𝑡 ′′𝑎 ,M ′,R ′′,R[pc],B′⟩

D ⊢ ⟨𝛿, 𝑡, 𝑡𝑎,M,R, pcold ,B⟩ → ⟨𝛿 ′′, 𝑡 ′′, 𝑡 ′′𝑎 ,M ′,R ′′,R[pc],B′⟩

The first premise checks via MAC if the instruction 𝑖 can
be executed. The second updates the program counter and
copies the value of r1 in r2. The third premise records the
duration of the instruction, syncronizing D and the CPU; in
addition it checks for interrupts to handle (via 𝑡 ′𝑎). The fourth
uses the interrupt logic represented by ↩→𝐼 that differs for
SancusH and SancusL, so determining→ in the conclusion.
For SancusH the last precondition is trivially the iden-

tity relation, while for SancusL the arrow ↩→I models the
mechanism (mitigation) that makes secure the interruptible
enclaved execution. This is an example of inference rule:

𝑘 = MAX_TIME − (𝑡 − 𝑡𝑎) pcold ⊢mode PM
R[sr] .GIE = 1 𝑡𝑎 ≠ ⊥ R ′ = R0 [pc ↦→ isr]
D ⊢ 𝛿, 𝑡,⊥↷6+𝑘

𝐷
𝛿 ′, 𝑡 ′, 𝑡 ′𝑎 B′ = ⟨R, pcold , 𝑡 − 𝑡𝑎⟩

D ⊢ ⟨𝛿, 𝑡, 𝑡𝑎,M,R, pcold ,B⟩ ↩→I ⟨𝛿 ′, 𝑡 ′,⊥,M,R ′, pcold ,B′⟩
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The key of mitigation is the value 𝑘 that is used in the sixth
premise to keep constant the delay between the detection of
an interrupt and its handling (MAX_TIME ). The second premise
states that the CPU is running in protected mode. The third
and the fourth state that interrupts are enabled and that there
is one pending. The fifth premise resets the register file to
R0, their initial value, and sets the program counter to the
address of the entry point of the interrupt handler. The sixth
premise (and an appropriate rule for when interrupts return)
implement the mitigation. The seventh saves in the backup
the state of the enclave, to be restored upon completion of
the interrupt.

Full abstraction. We prove that what an attacker can
learn from an enclave is exactly the same before and after
adding the support for interrupts. We show that the seman-
tics of SancusL is fully abstract w.r.t. that of SancusH, i.e. all
the attacks that can be carried out in SancusL can also be
carried out in SancusH, and viceversa.
Let 𝐶 [M𝑀 ]⇓H denote a halting computation in SancusH,

and let twomodulesM𝑀 andM𝑀′ be contextually equivalent
in SancusH, written M𝑀 ≃H M𝑀′ , iff for all contexts 𝐶 ,
𝐶 [M𝑀 ]⇓H ⇐⇒ 𝐶 [M𝑀′]⇓H. Similarly for SancusL. We
prove the absence of interrupt-based attacks:

Theorem 2.1 (Full abstraction).
∀M𝑀 ,M𝑀′ . (M𝑀 ≃H M𝑀′ ⇐⇒ M𝑀 ≃L M𝑀′).

Proof sketch
− M𝑀 ≃L M𝑀′ ⇒ M𝑀 ≃H M𝑀′ Since programs in
SancusH behave like those in SancusL with no interrupts,
it suffices to introduce the subset of interrupt-less contexts
for SancusL that never raise interrupts. The thesis follows
because an enclave hosted in a interrupt-less context termi-
nates in SancusL whenever it does in SancusH.
− M𝑀 ≃H M𝑀′ ⇒ M𝑀 ≃L M𝑀′ We first introduce the
notion of observable behavior, i.e. the traces of 𝐶 [M𝑀 ] de-
fined by the SancusL semantics. Traces are built using three
observables: (𝑖) • denotes that the computation halts; (𝑖𝑖)
jmpIn?(R) denotes that the CPU enters the protected mode,
where R are the observed registers and (𝑖𝑖𝑖) jmpOut!(Δ𝑡 ;R)
denotes the exit from protectedmode with observed registers
R and with Δ𝑡 representing the end-to-end time measured
by an attacker for code running in protected mode.
The proof follows the steps in Figure 1, whereM𝑀

𝑇
= M𝑀′

means thatM𝑀 and M𝑀′ have the same traces. Implication
(𝑖) shows that the attacker in SancusL at most observes as
much as traces say; implication (𝑖𝑖) shows that the attacker in
SancusH is at least as powerful as described by traces; finally
implication (𝑖𝑖𝑖) is our thesis that follows by transitivity.

To prove (𝑖) first we show that the mitigation guarantees
that the behavior of the context (in unprotected mode) does
not depend on that of the enclave (in protected mode) and
viceversa. The thesis follows since if M𝑀

𝑇
= M𝑀′ and 𝛽 is a

trace of 𝐶 [M𝑀 ], then 𝛽 is also a trace of 𝐶 [M ′
𝑀
].

M𝑀 ≃H M𝑀′

M𝑀 ≃L M𝑀′ M𝑀
𝑇
= M𝑀′(𝑖)

(𝑖𝑖)
(𝑖𝑖𝑖)

Figure 1. The steps for proving preservation of behavior.

The proof of (𝑖𝑖) is by contraposition: if two modules have
different traces, there exists a context that distinguishes them.
We build such a context through a backtranslation algorithm.
Because of the strong limitations – e.g. only 64KB of memory
is available – constructing such a context only in unprotected
memory is infeasible. The backtranslation defines and uses
both the unprotected memory, and the I/O device, which has
unrestricted memory. Roughly the idea is to take a trace of
M𝑀 and one ofM𝑀′ that differ for one observable, and build
a context 𝐶 such that M𝑀 converges and M𝑀′ does not, so
contradicting the hypothesis M𝑀 ≃H M𝑀′ .

3 Conclusions
We used full abstraction to formally assure that extending a
microprocessor with a new feature does not weaken the iso-
lation mechanisms that the processor offers. An important
challenge for future would be to introduce some quantifica-
tion of the weakening of security, so to allow the introduction
of some bounded amount of leakage.
A technical report with all the missing details of our for-

malization is available on request.
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