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Motivation

• software defects are costly

• likewise is the process of revealing, locating

and correcting them

• pure testing doesn’t establish much trust in

the code since it’s never exhaustive

• having a trustworthy operating system (OS)

is important since all application software

needs to rely on it
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Outline

1. Overview on Software Verification

2. Specific Requirements for Verifying

Operating Systems

3. Recent Approaches in OS Verification

4. High Level Languages versus Object Code

or Intermediate Code

3



Automated Verification of Operating System Code
Jan Tobias Mühlberg

1. Software Verification

• strong method of establishing correctness of

a program

→ shows that the program satisfies its

specification by providing a mathematical proof

or by exhaustive search of its state space

• approaches mainly focus on small applications

in highly safety-critical domains
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1. Software Verification

• Implicit Model Checking (Bérard et al., 2001)

– uses symbolic representation of the state

space of a target program

– prove temporal properties of the system by

exhaustive search on the state space

– produce counter examples and related paths

in the program
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1. Software Verification

• Abstract Interpretation (Cousot and Cousot, 2002)

– semantical approximation used for semantics-

based program analysis

– can be used for debugging, optimisation and

correctness proofs

– basis for constructing abstractions of

programs and discover predicates
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1. Software Verification

• Abstraction and Predicate Discovery

– state explosion is a problem of model check-

ing; can be tackled by abstraction (Das et al., 1999)

– abstract systems need to be refined on

demand (Clarke et al., 2003)

– automatic predicate discovery is based on

detection of program invariants; verification

requires manual definition of properties
(BLAST, 2005)
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2. Problems with OS

• in general difficult to develop and to test

• high concurrency and no save operating

environment (Corbet et al., 2005)

• most serious bugs are found in device

drivers (Chou et al., 2001)

• main sources of bugs: improper handling of

locks and dereferencing of invalid pointers
(Chou et al., 2001)
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3. Approaches in OS Verification

• SLAM/SDV

– industry-strength tools for checking API

compliance of Windows device drivers
(Microsoft Corporation, 2004)

– uses predicate abstraction to derive a

boolean program from C code
(Ball et al., 2001), (Ball and Rajamani, 2001b)

– applies BDD based model checking and

abstraction refinement (Ball and Rajamani, 2001a)
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3. Approaches in OS Verification

• BLAST

– similar approach as SLAM: generate instru-

mented program from C code; compute

abstraction; model check and refine the

abstraction (Henzinger et al., 2002a)

– not restricted to Windows code; has been

applied to Linux drivers as well
(Henzinger et al., 2002a), (Beyer et al., 2005)

– uses Lazy Abstraction algorithm
(Henzinger et al., 2002b) 10
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3. Approaches in OS Verification

• VFiasco

– attempt to verify the Fiasco micro kernel

OS (Hohmuth and Tews, 2005)

– pragmatic: using semantic analysis,

theorem proving, and model checking
(Hohmuth and Tews, 2005), (Endrawaty, 2005)

– provide semantics for goto and computed

jumps in C++ (Tews, 2004)
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4. What language?

• high level languages usually have no formally

defined semantics and most verification ap-

proaches support only subsets of the language
(Beyer et al., 2005), (Tews, 2004), (Mauborgne, 2004), (Hohmuth and Tews, 2003)

• pointer analysis (esp. finding aliases and

dealing with arithmetic) is difficult to perform

for real-world applications
(Beyer et al., 2005), (Wilson and Lam, 1995)
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4. What language?

• dealing with aliases and pointer arithmetics is

easier on object code or three address code
(Gupta and Sharma, 2003), (Fernández and Espasa, 2002), (Debray et al., 1998)

• object code has a clearly defined semantic

that can be used for verification (Wahab, 1998)

• proving the correctness of the program in source

code does not automaticaly prove the correct-

ness of the compiled program for any platform
(Buttle, 2001), (Wahab, 1998)
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Thank you!

14



Automated Verification of Operating System Code
Jan Tobias Mühlberg
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